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SQL Injection Detection Method Based on Deep Convolutional Neural Network
YE Yonghui, XIE Jialiang, LI Qingyan
(College of Science, Jimei University, Xiamen 361021, China)

Abstract: This paper combines natural language processing technology and uses convolution neural net-
work algorithm to train SQL injection detection model. It includes three parts: text segmentation processing, ex-
tracting text vectors and training detection models. By comparing the BP neural network algorithm, the experi-
mental results show that the SQL injection detection model based on the convolution neural network only needs
to extract the information from the user input, and can detect the attack behavior, which has a strong prediction
ability and is good for the variant SQL injection attack with clockwise. At the same time, it has good recognition
ability against variant SQL injection attacks.

Keywords: SQL injection; detection; CNN; natural language processing
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ER e B RUZ AL R W DR T S SO, R 2 2% 1 T R KR AT
LRI 45 BTN TR AR R a4l DA R R T pe e Y 45 o T b — 2 R
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1) ReLU FREUEN /T BETE RS, i A b GBI R 0, WiiE S B AAE, XA ERERFR N B
i
ReLU(x) = {x ifx >0 (2)
0 ifxa<0
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Tab.1 Results of Sample test

Ko KA IEFEAEPUNAR XSS EGEEPUIER SQL Bl Ui PSIES
ZH %)) Saml. Normal data XSS attack SQL attack False positive rate
Group ampre recognition rate/ % reconition rate/ % recognition rate/ % /%
TEH B)E Normal data 98. 85 0.60 0.55 1.15
A XSS Hifi XSS attack 1.45 98.50 0.05 1.50
First
goup  SQL A 1.50 2.80 95.70 4.30
SQL injection attack
TEH B0E Normal data 98.75 1.00 0.25 1.25
HAL XSS ek XSS attack 1.70 97.90 0.40 2.10
Second
group  SQL AL 0.20 1.45 98.35 1.65
SQL injection attack
TE 5 B4 Normal data 97.8 1.95 0.25 2.20
= XSS T it XSS attack 1.60 98.20 0.20 1.80
Third
group  SQL EAAGE 0.20 0.10 99.70 0.30
SQL injection attack
TEH 4 Normal data 98.10 1.75 0.15 1.90
HBMUAL XSS Tadi A XSS attack 5.05 90. 80 4.15 9.20
Fouth
goup  SQL A FEAS 2.20 0.10 97.70 2.30

SQL injection attack
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Tab.2 Data statistics of experient

%#éﬂ %:gﬂ %Egﬂ %lﬂléﬂ ‘le‘igi/l:l%ljzg‘ ?ﬁﬁ%?ﬁ%ﬁ

BHEREAS First Second Third Fouth " -
Average recognition Average positive
Samples group group group group
i /4 /4 /7]
IEHEE Normal data 1977 1975 1956 1962 98.375 1.625
XSS Hrdi XSS attack 1970 1958 1964 1816 96. 350 3.650
SQL ¥ AT iH SQL injection attack 1914 1967 1994 1954 97. 863 2.135
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