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ETFTXBERRBEM CNN WHRXXARBFERFETE

RiEE, REE, XHHB KER

(1. BNEIFkbE 5 E TAEFK, B2 B 361024;
2. ENWETMAEERGARAR, B2 FIT 361005)

[HE] R —FFR Y o SCOCAR I AESE  TEZAESE D, e BET Word2Vee # iR [n] AR AL, SRS
KA TR B SRS AR ('segmentation term frequency-document frequency , STF-DF) i 126 11 28 5 X 40 fiE o ) 6
Hiin), AR — ARG A T SR R B Z M 4 (convolution neural network, CNN) #4743,
STHREERRNY], SRANZHESL(E THUCNews 1A HL K 2% i SCSCARBUHE 48 Hh (9 HEB 2 43 3R 5 T 94. 519% Fi
95.04% , [RIIFE LA (5 BB A rP S T 99. 70% B9 115, X IIF 1 AT i Hh A 242 ) A 25k v A s
UIXIER

[REER ] Al ZMiasisCRAiR ,, BEIAIZES; Word2Vec 8, UM 22 ) 2%

[HEZES] TP 312

Classification of Chinese Text Harmful Information Based on

Keywords Strategy and Convolutional Neural Network
CHEN Deyi] , ZHANG H()ngyil , LIU CaﬂingI , ZHANG Guangbin2

(1. College of Optoelectronics and Communication Engineering, Xiamen University of Technology, Xiamen 361024, China;
2. Xiamen Meiya Pico Information Co., Ltd., Xiamen 361005, China)

Abstract: The rapid development of internet and big data technology has greatly facilitated people’s access
to various Chinese text information, but also greatly increased the risk of dissemination of harmful information
in Chinese text. The traditional text processing method based on vector representation is mainly used to process
English text. To deal with these problems, a novel Chinese text classification framework was proposed. In this
framework, a word vector model based on Word2Vec was constructed firstly. Then the keywords with distinguis-
hing category ability were selected by using word document frequency ( segmentation term frequency-document
frequency, STF-DF) . Meanwhile, a suitable convolution neural network (CNN) was build for Chinese text clas-
sification. The experimental results show that the accuracy of this framework in THUCNews and Fudan Univer-
sity Chinese text data set is 94. 51% and 95. 04% respectively, and the recall rate is 99. 70% in the real
harmful information data set, which verifies the effectiveness and good practical value of the proposed frame-
work.

Keywords: word embedding; STF-DF; feature word set; Word2Vec model; convolution neural network
(CNN)
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0 3§

B2 0 45 O DR 2, IR X g SR A 7 A B LA T T SCAR U . SO s B AR
X FEMR A S SIS, BAAE AR, B Mg e Re s B2, Mg RE
BABGE N T 7 5 i B R Y SCAR SR A 45 B, T RE SR K A At i JFH., ORI ERR B
A RGBS AW, B4R T EMMERE . BRI, S SOAR B AT 38 46 10 43 28788 Bl — T4
APk 5

SRS SOARE BAZR AT R, HHREDUE L ZRR T, R SORARHIE (NA B
JEYE) , B RE R SOR 5 — A s IR A AR 78 RS SOAR R Ao MR S SO/ I %
DRV AL SO F R s RS (bag of words) , K SCAS v ik ) e B 28] v 4 1] 4 ]
DOPMSTEAFAE T B AR IERG I . 0 SCRRAF R W 8 i, JC T 33 SR 2 fa) il P AR SE 200,
SRS RS SO PR BT One-Hot 2t )7 sORIE T SCARIMLSS , AA7E ™ A 4EEHK % ; Nugaliyadde
AR A8 A ) AR Bt S T SR RAT S, RO T AR S A B R R R B ) A

TEP AR ST 710, Y ETA AR 2 TR FE 2% 2 AU b TR S SOR I SCAR 4328 | B 3 A T 25 47 55t
HET D, Kim SR T —FOH 0 SOAR S JE TR A 28 45 B Seq2 CNN, T RAINZRAS [ 1) SCAR K
JE, HHARE SR ER SR B TR OO, Helmy 250 $E H —Fh I T BB & M 4% | b FiF
RSO GAS TR B RERY | SCERMER RN R T 91. 99% , (HiZ 7 R R EE T A GG iR n) i, AL
ZRVFAR BB . HAT, R L SCCAR S 280 W A SE Mg it ATk . Bilan . (/N
SR B B AT R SO NG, SIS, A REOR I RAR R, RO R
FIFHZS [i] f) S B A8 D SCAR R B P A 2 v SCml iRl i, IS REAR A b 238 SUARTRI P Z M 6 &R 5 1S
KA HEZ B LSTM  (long short-term memory) Z3JSHERISERE AN A T SIHLH (attention) , #H
AL G 07 1 Ay AR T AT, RAFAE TS AR w2 O i 5 6 W8 B A ST e X Ak 5 IO 4% S AR A G 15 Ay 2%
RETRUAEAE S 50 N LA S SCRRARAS 2 (), 2 H —FP 3L T Word2 Vee AL ] LSTM 1175 8% 73 25 5
AU, Yl T ) SRl R, (EUR R RSO B SRR ; A0S AE M fastText L 3 H 3C
ORGSR, B T AT, B T HAE SORFORES, R BT AT A 1R ) i OB E N SO M i, FEAE
SCA RS0 LER M Shen 55120 R VR EE 4 ) W 2465 BLAT RAF M RRIE SR ERAE 71, REAR)2 R 1 4%
TEPREL R, B IS & 20 R s R 5 3R0R, B g oo 1 SCSCAR R R R R 4E 1R BT Chung
AU SCRREE TP N T AT RN MG R LA DUT N SRR AT SR R, (HI TR T 2
FOCR, AAMERIE A e,

HSCHHATE FARKAAFE . WISCMF, — D ERIape— N6, b SOR LT R AR 155 5
7, EZ AR X aPRE, FFZARYI5r, Bl SO S BUR ARh EEE, , A
SCHOCSRRIUA B &, [RI X SOCAR IR INAAEE R 2 | RIERB AR, £ —FprriHESE

1 XA EHEREERRR

ARTSCHE S 38 T H SO 2RI B T I 255803 (convolution neural network, CNN) [HJHEZE R
RN 1 7R, EENBIRTALEE | SORKRR | r e S L AT h e .

1) BESEE AT SO B S AT o0 | BRI R S WAL B, (] Word2 Vee BB I 2545 &
OYRG R M SCARER AL, BEAS Al b i R 2 B 3 v M AT ) 14 DG IR P AL A5 )

2) ARSCREE T 20 DGR $2 HUY) STF-DF 5Pk A5 BIRHETRI 4R & 0 8 a2 B A5 B A 28 51 ¢
SISO/ T SO B TR AL, LA MR AR G . TEXTREAR AT SUAR SRR, ERTERAE
ARG TR LR, XAEEAMURER TAINRIE AT ER SOCHR, WABR TR SCAR S A 1R R
i), ek i) ] S AU RS S SCARFIE AR I, VRN AR AL
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3) TEAPSEERAL L BRI RAT TR B R 2 M ZORAE BT ], I ZRar2ids, A1
AL AT REAS B IE B 19 AR

STF-DF
S A —
STF-DF |~ FEAE TR AR Ay
N keyword Feature set . o . R o
e oamueal/ | exvacion kg | g | AR
Chinese toxt — Text Text I Training  [—*Classification
data set preprocessing] T T e R representation classifier results
Word vector
Word2 Vec - model
1 HAXXADEIERFRER
Fig.1 The flow chart of Chinese text classification framework
1.1 MEXARRRER

BEXrh SCCA S 26 bR R A R] ] RS | 38 T Word2Vee WKL rp SO R I 25 v 345
(1, IR AT LR T, Pt ASSCE R E 70 I8 5T 0 SCOCAR Bl S R A e A ] 1] 2 AR g

AT R v o SR R

Word2Vec M5 T SC2Z BB H B 5C R RN Zhin) m) &, F %A~ CBOW ( continuous bag-of-
words) 5 Skip-gram PIFETL . CBOW AR L F SCHIM H A5 ¥ 4m], Skip-gram AR 4 B Ax S F0 L F

3C, RS IR A 2R i ) iR, ASSORR T CBOW BB A T 1] i 1 I 2

AR Python HHESEEL  (Jieba) 431l 2R X %4
TR G G N E B A DO R G TR e S e ST
PN RSB S P, X — R g
P il ERR R, WA b SR R 5 R SO Ay
], AR IR DA SRR, SRS, A drE]
IR SEAE N CBOW BRI S A, 2 I 245 2% 5L
PR T Byl ) AR Oy AR A 2 R
1.2 STF-DF XER4FERENE X

STF-DF LA & T WA, BRI 4311350 43 3] i
SCRYAIRS 255k DN A3 1) B A TR SR R,
53 7% FEAR [RVRFIE TRIAEAS [R) 3R] X 02 52 il

RN

dw - {dlws'”’dku"“’deg ’dkw - {dh(w’1> ’"'adk(waf) a“'5dk(w’F) } o

A 44
i

Dictionary of
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LB @'EN
G S
Chinese text
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1
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Text
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Word2Vec
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Chinese stop
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i) [r] 55 7Y
Word vector

model

iA) ) 2R AL Il 25

Fig.2 Word2Vec model training
1) SRR — R IR ¢, V008 F SRR f R IET ¢(w ), ZE BB RS
t, = {t(w,1) - t(w,f) - t(w, F) |
Hop, FOMFHETATEE BRSO TP i s Rt f e (0,F]
2) STF-DF f#Z%.C AR RAETR) ¢, BOSCRIAAR d, )5 AN R 26000 F i SCRIAR 4, (0 < k<
K) , SRIEARYE /- TR A, B 200 o Y SCRY AR, 23 ITE A )R A30 B SCRY AR d (wf)

(1)

(2)

o, M TRHEE ¢, M, Gl PR B A o ORI ALl — A Fox K B ERERE D,

AL «
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8 : :
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e : :
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Hodr | JEFEAYAT R A ETRAT T B SCRYATR 0 A, AR OB 2R s AN [RIZE 5 R W) SRS A R 4345 . X T4
—ANERETR SR, 283 Tal A b B S #R o] LLAS B AR BOAE 4 D, FR A3 TR SCRY R R R
B, A R AR (w,f) B STF-DF 250522 S*[t(w,f) ], HEARN.

S [t(w,f)] =g¥dﬁwaK—an», (4)
DI AN e A SRR 1) ¢, BOSCRYRNI 2% $2 [0, ], AN
s%m>=§mm—EW& (5)

o, d, (w.f) FORHENE D, T w 7755 £ 9100 STR-DF (4, BIFEZ%E ¢, Timich £ REARI ¢ 0030y
W, d(w.f) Fom D, P w FTHAHRISCRI R I E A, BI7E AT 25 P iaichy £ A G £ (o )
SCRSR AT s d, R AR 1 762 €, WP SRR, d R e S i
i 0, AT ORI I T, K WA, I e SR AR A 8 . R4 R i 3
0, IR ST R R B, W MR S, TR AR SR AR T A, HAEAE 0 ~1 2
W1, ACw.f) = f/F . PtHass o ) o S B ek At

Hm==2mwﬁ*§hWJﬂ+§uno (6)

e, MRS LI H AR, JFRERERT n AR R SRR A R IRI R 5
1.3 XARFEERERTR

TESCARHAE ) AL, 5 XA T ST BT g i, 3= SOR TR B AR i) 1) 1 91 3 e 46y
By IR AR P IA THRES, BT ZER IO 18 5 AERAIE R4 45 A ia]
W, Rl I, BEAS S ERT AR HUR B SOR B G R, BRI T SO RRIE SR, F AT 2%
FRRV AR ) AR, g SCACRAAE Rl RN R SCARRAE [ R s, 181 3 SOARRRAIE ) s i A

il B R
Word vector

model

LA
AETE S

Chinese text

SCARKF AL 1) S AL

Text feature vector

matrix

data set

LR AR ey

Feature set

N\

3 XAHARNERTTERE
Fig.3 The process of text feature vector representation process

1.4 HESREERERE

WA 4 Fios, Tef NG TR 2 48 22 i, AR T ) S SO, AT ) SO R AR LR SCAR 2
B AR R B S B Rl e s b, B ANRRIETE L SR SCARARE, AT BI4ERCN n x d I SCARSE
W, FEFE AT R — NREE TR o, d R A A R A R R A i ) i
B, BRBMEE LR BT RN, A0, =q - Alpp+h-1], XEp =12, n-h+1,

<7 FORTHEMEFIESAS ¢ ZE R OTRFEEH) . BEIMET b e R FIEE KA

[, BIRERRIEEATRR A 2 = f(o +b),

VIENSEIPEIRS 3] Tk S i S ¢ v o SO 3 [y B % G DR R sy P A N [ b NI R Il i G R VR
ZEVH softmax pRELAYALE [0 &, f FHBEHLIEEE TR (SGD) SRiEfTILAL, SERMPERN .

1) WAJZE HAE 4 RN 0 x d BSCRFHIE AR, TR REARERIR N n x d TEX AR
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YERBRIZEIA

2) BRE B4 RERERGERUNCY [1, 2] B—4EEREA 200 A, XA B RFIEAE M
TR, A B B RRAE 1A

3) Mifk)Z  ZJE R -max pooling JZ, XREINRFAE R THAL, BAEAS RS BE B RRAIE (8] 285
pooling )2 5 #BAE B E K R

4) 2ERZE  ZEBEA G GRRAMALE Y RRIES ) T A 15 B R A SUAR RN
FHEIE . 1ER softmax ZAUHIA ;

5) softmax = A FEHIMMESRS B HUH iR S5 KW IR Ry s 2 ) T 25531

nxd

nxd

4 BETHXXAEAFENERMENEFRELEN
Fig.4 The principle structure of convolutional neural network based on Chinese text classification

2 ZWHERSHH

ARCFIGFHET Windows10 #E RS, BLAF GTX1070 K, 4fEi S A Python3. 5, ffi H Tensor-
flowl. 7 GPU WK T HERRBATIT K
2.1 LIOEHE

ARSI IL T PIRSy, R — AR Bl AR SR IR B UE SR tH AOHEDR 25 3R 2 S PRI 1Y 5t
A FE R

R BE RS BF B — POk A VE AR K% THUCNews, 383 7 2 &M M SCA, WiERE.
HHE . MR GRS 14 28, el PR Bl AL e 92 1 AN ZRAE AN AR 5 R R H
KNG B SHR R EPREEE P .0 B AR TR 5 AL/ B A b SGE R R, Hh il gkl 9804
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(20 D2, MHRIERL 9833 B (20 1K), K 1 R W MERA 4

x1 HAEEXRFHEE
Tab.1 Part of Fudan University data set

R 2R Category name Xt o7 H SCE G Corresponding Chinese category SCAEY The article number/ 2%
C3-Art AR An 740
C4-Literature W Literature 33
C5-Education #H S Education 59
C6-Philosophy Pr2£2% Philosophy 44
C7-History iS5 History 466
C11-Space KZ5JE Space 640
C15-Energy AEURZE Energy 32
Cl6-Electronics FE 725 Electronics 27
C17-Communication B{E25 Communication 25
€19-Computer THEBLIE Computer 1537

B IR BIRE A ERE B R ME A BGA . AU, BHE . BE SRR s e SeAR, L
X, KA EGEESCRRIZEW AR | ARG . B0 Bl W EVER . M24%5 5 %55
A, ARSI R BRSO SCRVE S IR 4, B30 48 2 3 b A OC I i TE A 3], I % i 2 i 4
PEATTALER, 23 lA5 5] 10 000 25304, Hip A4 SOR P FZHFR AT 100, SC5 R B AL /> % 41 1
(I 2R B At 4E
2.2 KBAE

AWITALEH, 45 STF-DF Bk EURER 5, 3 a5 — M 20 000 4> C4k1q,
] [ HE AR P R PSRRI 25 8 (43 RHERNE, U/ 6.5 GB), Z4E% 128,

1) SEH— BRI BUZRST KN 3 25570 1) 53 1)

TR ECRAE S R RS RN [1,2], [2,3,4], [3,4,5,6] HERUSR TSI, WIAEL
PRV A5 B3] ) 450N 128, HUMA T MBS, SLREs Rk 2 PR,

T T S AT DAAS B AR SCHR T B b SCSCAR S RHE IR G B RS KN [1,2] B B 34y
B3 28R PR B S AU VERR R A 23 K3 T 94. 51% F195. 04% , BFEE B R¥% 4k HEd, H
FAGHR . AR R F AR, JREAE T 2SR E L MRS 2Z R K, PRk
ST R ARE AR, T2 A AR AR, 8 TR ML B R B BUE RN [1,2] B

AT
%2 THUCNews 1€ B RZHIFELIHER

Tab.2 The experiment results of THUCNews data set

B Data st L ING RS FHREHHHR B R R H
aka se Convolution kernel size A Macro_P Macro_R Macro_F,
[1,2] 0.9451 0.9431 0.9419 0.9423
THUCNews [2,3,4] 0.9445 0.9424 0.9415 0.9418
[3,4,5,6] 0.9432 0.9420 0.9412 0.9415
[1,2] 0.9504 0. 8877 0.8037 0. 8355
B HR
[2,3,4] 0.9488 0.8843 0.8016 0. 8329

Fudan University

[3,4,5,6] 0.9484 0.8831 0.8012 0.8317

2) SEER T TR 2R T B A A e ) AR A 5 3 ] () AR R A 4 SRR g

FESCSS TR FH e ) S R AR 128, RN A SRR R AR A, S RISCIR a3k 3 R, Hrp
A NTHUCNews $#84E (T E U Zenyinl m &85 ), B iy THUCNews 2044 (38 H 18] ] 2 45
), CNEBR¥FERE GETFEIREINZGR B | D hE B RS ER4E (58 H i ) 5
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ALY FSEE A RIS (d I T RE AR YN R A0 1] o) AR L e R S R 1) ) AR A A SRR e, AR
B R R BT T 0. 73% F10.91%

*3 ETHESIISHARSEEESERRRSRBLE
Tab.3 The comparison between the Word2Vec model based on data set training and the general Word2Vec model

. HER R PR ES A AR ZF, fH
2 Type
A Macro_P Macro_R Macro_F,
A 0. 9451 0. 9431 0. 9419 0. 9423
B 0. 9378 0. 9344 0. 9336 0. 9339
C 0. 9504 0. 8877 0. 8037 0. 8355
D 0.9413 0.8791 0.7952 0. 8264
3) SEE = RN AR TR A A AR R S 2 A R

IS E 2 2R 5 N R AR I 2R A ia] (o) BERC R, T[] S B RO 128, 23 X AP ECE SR AT A G
IMAFAE RIS G ISR, SRR INE 4 s, HA E O3 THUCNews $dlide (S4FEAES), F A
THUCNews #dlite (AEHRHERES ), G AEBIRAHIRE (FHRIEAES) , H WE B R 25
B (RNERERES) . hSCREI R G, IR RS & AR L B (AR IR 1R 4 5 AU BT BL 7R
PR B ROTERR A 05 1 1. 05% F1 1. 07% , MNTTRAIE T30 A R AE TR 8- RO AR HAT B4 1)

FARE ‘ 3
F4 REMNSFEREEITEE S LR
Tab.4 The influence of whether to add feature word set on model classification

S T iR PRt PREIGIES R F

Z~== ype A Macro_P Macro_R Macro_F|
E 0.9451 0.9431 0. 9419 0. 9423
F 0. 9346 0. 9322 0. 9315 0. 9318
G 0. 9504 0. 8877 0. 8037 0. 8355
H 0.9397 0.8761 0.7939 0. 8231

4) SZEGP AN[RIURBE A SRR I 43 SRR g

BT, CAHMRESWE BRI TSRS B, O T SIEA SCEE Y CNN 43 285505 T oAt
L, WU R B CIZ NS (LSTM) 43285k ions L, [RIB in AR AEIR SR G o M SE B 45
(WFE5) ATLIAH, ASCHEH ) CNN 2328578 PR BCHE 48 P i P A8 AR 0 R BER A T LST™M, H:
HERI R BT T 1. 46% F11.70%

£5 FRRESINDTOHRARLE

Tab.5 Comparison of classification effects under different deep learning models

e HIFTHES VR ES KA R B E

27 Type
A Macro_P Macro_R Macro_F,
THUCNews 4 £E THUCNews Dataset (CNN) 0.9451 0.9431 0.9419 0. 9423
THUCNews 445 THUCNews Datase( LSTM) 0.9305 0.9298 0.9229 0.9256
2 HRZEFAEEE Fudan University dataset( CNN) 0.9504 0.8877 0. 8037 0.8355
B B R2ABAESE Fudan University dataset(LSTM) 0.9334 0.8722 0.7825 0.8168

5) SR A BT AT SCCAR S BT (A F S B SR R

il A 45 B BRI Gr i i) ) oA A | ] () S 4500 128, [RIIS R4 545 J0 I AR AE TRl 42 & i 52
5, SRR 6 iR, EAMARHERES G T, HEMRFEEE] T 99. 12% , [FNZEMARHE
WA, MRS T 0.28%
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K6 HAXFFERESEHR

Tab.6 Classification effect of harmful information in Chinese text

HER R TR FA IR FFE

FHY Type

A Macro_P Macro_R Macro_F,
Ff=H L RAE R AR S
ﬁahpﬁﬁ%QWH¢ﬂ%ﬂ) 0.9940 0. 9940 0.9940 0.9940
Harmful information data set( including feature word set)
Ff=H NA R R R A
A A RO (R E IR ) 0.9912 0.9912 0.9913 0.9912

Harmful information data set( excluding feature word set)

6) SEHN TN B FH R B SOR I JCR TR

N T ULAASCHER LS, RINEGERIBLAR 7 > p SRR L = I LSTM, XA %15 B3R
BATIE, X LRATRATI L, EHAEST A AR I (NB) | R4l (KNN) | SRR
BHL (SVM) | B BEER T (XGBoost) o [RINS, Sk 1 1M BRAS [ AR AR A i 77 20 B S 4 R
AR, AREGET A BRI 7 RIS 3 T 00] 1) B A0, R SCAS B B A 1) ) ) o) 42 BG40
VERSCARRIRHIEFOR . SEIRAERANE 5 FoR, RAMERAR A, KR P, AR, F RN R,

1.00 -
0.99 -
0.98 - mNB
m SVM
0.97 KNN
XGBoost
0.96 |
mLSTM
= CNN
0.95 +
0.94

HERIZA RS EEICIES S F,

5 AESEEBTHAEEREXARTERRILR
Fig.5 Comparison of text classification effects of harmful information under different classification models

N BRZERTT I, ZERIRI A 5515 B SCARBRAE T, 1L Word2Vee Y1150 17 1 R Ay S0 A
BORME R , A Fh OSBRI T BehF 40 KO0, JER A HE (ONN) 744 KT 35 br L
TR T AR, LR N SO O A AR50 T 99.70% , PRI AT LAE 1A% S0 7 vk 40 2
TR TG0, SOLERAET ONN BUREA B S ORIGHE SRR R DES, A T 0 5 SR

3 &R

ARSCHRN T — R SCCA SN JAERE i Word2Vee BUEDRIILRREE 40 2605 F iy Sk
HORYE, BN 4SSO A TG ]y BB, R STE-DF S ARBOCHE , 41
TS L, DSMR PSSR, 55050 T ARV R A R LR Xt 525k i, 36
HUAAE B0 A A SN2 4 A SCASORHE R B T, X8 B 281 4 45 U R 7
HEFE, RS HRIR LA AR AT IE R IR, (e R R SR S P T A 0
A I A o SO A BSOR BT, 5 40 R T R P 5535
RUFLCEE, SEOTTASOTENRERBE . 76T LTI, A5 IR T AR e EHE 2 1 5%
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